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The network data plane is huge!ll ByteDance’s network scale increases steadily!?!
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Motivation

OOM > 32GB, TIMEOUT > 1h

Delta-netNsbii7] Incrementally maintain a compact 0 (n?) space complexity
representation using Atoms

APKeep[NSDIQO] Incrementally compute the minimum Redundant predicate TIMEOUT

ECs merge and split operations
FlashSIGCOMM22] Handle update storms and long-tail Uneven subspace TIMEOUT
update arrivals partitioning
Tulkuntsiccommz3]  Decompose DPV into distributed, on- Computation cost of TIMEOUT
device verification DPVNet

The existing methods fail to analyze large-scale networks



I Motivation

Why do we need high performance?

Casel: The controller does not catch routing changes in time leading to loops
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Motivation

Why do we need high performance?

Case2: Fast analyze the impact of configuration changes
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Low Performance AND High Memory
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l From Serial to Parallel lFrom EC to RANGESET

High Performance AND Low Memory
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Challenges
How to divide the network model?

2321 2321
group3

group?2

group
0 devicel device2 device3  ...... device n 0 devicel device2 device3  ...... device n
group group2 group3
Divide IP space Divide devices
- Uneven IP space partition + Fewer ECs due to fewer devices
- Divide the same EC into different groups + Fewer memory due toifewer ECs
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. Challenges

What data structure to use for parallelism?

The primary data structure BDD

Hard to parallelize
3 Low branch * Dependencies

High branch » Different BDDs may share the same subgraph
* Dynamic nature

» Resize the node table

9/ X 1112 Y BDD operations are more expensive

* The size of a BDD can grow exponentially
» Garbage Collection
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. RANGESET

Definition

n
RANGESET = U(LBi, UB;)
=1

where LBl < UBL and UBL + 1< LBi_|_1

20



I RANGESET
RS1 AND RS2 = RS3
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I RANGESET
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I WORKFLOW

Example Network
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I WORKFLOW

Example Network >> Build Trie
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WORKFLOW
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. Evaluation - Dataset

« 3 popular public datasets(Airtel, 12 and Stanford)
» 4 datasets from our private data centers.

Dataset | Nodes | Links | Forwarding Rules
Airtel O(10) O(10) O(100K)
[2 O(1) O(10) O(10K)
Stanford | O(10) O(10) O(1K)
PDC1 O(10) | O(100) O(100K)
PDC2 | O(100) | O(1K) O(100K)
PDC3 O(1K) | O(10K) O(1M)
PDC4 | O(10K) | O(100K) O(1M)




. Evaluation - Runtime

» Loop verification using different DPVs

* 64 threads for Flash'ava, Tulkun/@aa and Medusacrr

* >100x performance improvement
« Larger network, greater improvement

Tool Runtime in seconds (speedup)
Flash APKeep Tulkun Medusa

Airtel 2.76 (1.8) 32.99 (22.2) | 1206 (814.8) | 1.48
12 0.55 (2.7) 5.54 (27.7) 1.46 (7.3) 0.20
Stanford |  0.25 (25) 1.00 (100) 1.63 (163) 0.01
PDC1 1.13 (11.3) | 14.73(147.3) | 4.01 (40.1) 0.10
PDC2 | 6.26(20.2) | 243.24 (784.6) TO 0.31
PDC3 | 18.89 (48.4) | 1629.83 (4179) TO 0.39
PDC4 | 3002 (613.9) TO TO 4.89

/
{Timeout: >1h

Note: Tulkun timeout is due to the overhead of computing the DPVNet
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. Evaluation - Memory

* Less memory due to saving the extra overhead of ECs and BDDs

Tool Memory in GB (memory reduction)
Flash APKeep Tulkun | Medusa

Airtel | 4.23 (4.45) | 1.26 (1.32) | 3.91 (4.11) | 0.95
12 0.99 (5.82) | 0.30(1.76) | 0.68 (4) 0.17
Stanford | 1.01(101) | 0.11(11) | 0.62 (62) 0.01
PDC1 | 2.04(10.2) | 0.48(2.4) | 1.54(7.7) | 0.20
PDC?2 5.56 (10.9) 1.16 (2.27) TO 0.51
PDC3 | 7.10(8.98) | 2.93(3.7) TO 0.79
PDC4 | 93.51 (4.56) TO TO 20.49

/
{Timeout: >1h
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. Future Work

* Integrate multiple parallel techniques
* Update the model incrementally

* Support more features like ACL



. Summary

- The network data plane is getting much larger.

- The existing method fails to analyze such scale of network.

- We propose a new parallel framework to improve scalability.

- We divide the network into distinct groups and assign each group to a separate
thread for computation. The results are then integrated for comprehensive

verification.

- We achieve performance improvements of hundreds of times compared to start-
of-the-art.
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